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CADP

(Construction andAnalysis oDistributed Processes)

@ Amodulartoolbox forasynchronousystems

o At thecrossroaddbetween:
¢ concurrency theory mn nn
¢ formal methods WﬁWﬁ

¢ computeraided verification
¢ compiler construction

e Alongrun effort:
¢ development of CADP started in the mid 80s
¢ Initially: only2 tools(CAESAR and ALDEBARAN)
¢ last stable version: CADP 2006
¢ today: nearlys0 toolsin CADP 201(close to stable)

r
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CADP: main features

e Specification languages o Verification techniques

¢ Formal semantics ¢ Reachabillity analysis
¢ Based on process calculi ¢ Onthe-fly verification
¢ Userfriendly syntax ¢ Compositional verification
o Verification paradigms ¢ Distributed verification
¢ Model checking G Static analysis
0 Y 2 R-tafculus) e Other features
¢ Equivalence checking ¢ Stepby-step simulation

(bisimulations)

¢ Visual checking
(graph drawing)

¢ Rapid prototyping
¢ Testcase generation
¢ Performance evaluation
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CADP w.r.t. other model checkers

e Parallel programgrather thansequential programs

e Message passin@ather thanshared memory

e Languages with sormal semanticgprocess calculi)

o Dynamic data structure8 NS O2 NRazx f Aada
e Explicitstate (rather thansymbolig

e Actionbased(rather thanstate-based

e Branchingtime logic (rather tharineartime logic)

CADP TutorialFM 2012, Paris boeda-" . 5




Application domains

o Not restricted to a particular application domain
o Case studies cover the following domains:

avionics, bioinformatics, business processes, cognitive systems, cemmur
cation protocols, componefitased systems, constraint programming, contr
systems, coordination architectures, critical infrastructures, cryptography,
database protocols, distributed algorithms, distributed systenrtgremerce,
e-democracy, embedded software, grid services, hardware design,
hardware/software cedesign, healthcare, humaromputer interaction,
Industrial manufacturing systems, middleware, mobile agents, moddeén
engineering, networks, objecrriented languages, performance evaluation,
planning, radiotherapy equipments, re@he systems, security, sensor
networks, servic®riented computing, software adaptation, software
architectures, stochastic systems, systems on chip, telephony, transport
safety, Web services

list of case studiesitip://cadp.inria.fr/casestudies

r
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—-rom languages to models
~unctional verification
Performance evaluation
|. Script Verification Languag8\{L tutorigl
Il. Conclusion
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RUNNINGEXAMPLEMCSQUEUH.OCK
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MCS queue lock

e mutual exclusion protocol for shared memory
multiprocessor architectures with coherent caches

oddzt N} yiSSad CLCh 2NRSNAY3:
e original pseudecode[Mellor-CrummeyScott91]

type gqnode=record
next :”gnode
locked : Boolean

type lock= "gnode

procacquire_lock (L : Mock, | : ~*gnode) procrelease locKL : Mock, | : ¢node)
I->next:=nil If I->next = nil// no known successor
predecessor : @node:=fetch_and_stordL, 1) If compare_and_swaflL, I, nil)
If predecessor != nil /Il true if and only if swapped
I->locked:=true return
predecessonext:= | repeat whilel->next = nil// spin
repeatwhile I->locked// spin I->next->locked:= false

v d
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ARCHITECTURE AND
VERIFICATION TECHNOLOGY
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1.1 LTSLABELED TRANSITION SY$TE
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Labeled Transition Systems

e Statetransition graph
@ no information attached tatates(except the initial state)
e Information ("labels" or "actions") attached toansitions
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Two kinds of LTS

o Explicit LT$enumerative, global
¢ comprehensive sets of states, transitions, labels
¢ BCGa file format for storing large LTSs
¢ a set of tools for handling BCG files
¢ CADP 2010: BCG limits extended frofh@ 244
o Implicit LTSon-the-fly, loca)
¢ defined by initial state and transition function
¢ Open/Ceesara languagaendependent API
¢ many languages connected to Open/Caesar
¢ many tools developed on top of Open/Caesar

informatics g#Fmathematics ‘
CADP TutorialFM 2012, Paris /277 13



1.2 BESBOOLEAN EQUATION SYSTEI

CADP TutorialFM 2012 Paris boeda-" . 14



Boolean Equation Systems

o least (1) and greatestif) fixed point equations

o DAG (directed acyclic graph) of equation blocks
(no cycleg alternationfree)

(X ZnXo UXg [ (XN= Xg DX
{ X :mX3L@ 4 @:n-r
M Xg = X @ M4 Z(@:n F
r@:m ' l:JX6
RO
%6 =P

CADP TutorialFM 2012, Paris boida=" . 15



Support for BES

e BES can be given:
¢ explicitly(stored in a file)
¢ or implicitly (generated on the fly)

o CAESAR _SOLYEsolver for implicit BES

¢ works on the fly: explores while solving
¢ translates dynamically BES into Boolean graphs

¢ Implements 9 resolution algorithms A&B
(general vs specialized)

C generates diagnostics (withesses or counterexample
¢ fully documented API

o BES SOLV&solver for explicit BES
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MODELING LANGUAGES
(LNT TUTORIAL)
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Modeling languages

o formal languages for modeling and specification
o CADP 2006: LOTOS only
o CADP 2010: numerous languages

¢ wide spectrum from abstract calculi to automata
¢ translations to benefit from existing optimized tools

@ here: focus on LNT

CADP TutorialFM 2012, Paris /%77 3 18



Languages supported by CADP

SAM EB3 WSDLEBPELY | ~-calculus SDL AADL

BIP 1 CHP

\ Open/Caes
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Support for LOTOS

e LOTOS (ISO standard 8807):

¢ Types/functionsalgebraic data types
¢ Processegrocess algebra based on CCS and CSP

@ Tools:CAESARCASAR.ADTASAR.OPEEtC.

o Features:
¢ Optimal implementation of natural numbers

¢ Bounded hash tables to canonically store structured types
(tuples, unions, lists, trees, strings, sets, etc.)

¢ Numerous optimizations of the intermediate Petri net model
extended with data

¢ Dynamically resizable state tables
¢ Code specialization according to the amount of available RAM
¢ Rapid prototyping and code generation

r
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Support for FSP

o FSHFinite State ProcessddjageeKramer]
¢ A simple, concise process calculus
¢ Supported by the LTSA tool

@ Tools:FSP2LOTGHRAFSP.OPEN
¢ Translation from FSP to LOTOS + EXP + SVL
¢ Onthe-fly state space generation for FSP

¢ Benefits with respect to LTSA:
wNonguarded process recursion is handled
w64-bit support for larger state spaces
wEasy Interfacing with all other CADP tools
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Motivation behind LNT

o Advantages of process algebras:
¢ Appropriate to model asynchronous systems formally
¢ Equipped with formal verification tools (took years)
e Butunpopularin industry due to
¢ Steep learning curve
¢ Lack of trained designers/engineers
@ Need for new formal description techniques
¢ more appropriate for industry (e.g., imperative style)
¢ enable reuse of existing tools at minimal cost
Y LNT:
¢ subset of HLOTOS proposed by VASY (since 1995)
¢ uniform language:
e.g.,functions are a particular case of processes

r
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Short history of LOTOS NT & LNT

o 19951998 participation to the standardization oflIEDTOS
definition of LOTOS NT by Sighireanu and Garavel
o 2000 release of TRAIAN

¢ data part of LOTOS NT into C

¢ since then, compiler development of VASY based on TRAIAN:
SVL, Exp.Open 2.0, Evaluator 3.0, NTIF, chp2lotos, Int2lotos, ...

e 20042007 FormalFamePlus Contract (VAIII)

¢ use of LOTOS NT to model critical parts of Bull'sdmghservers
¢ funding for the development of a LOTOS NT to LOTOS translator

2006 release of Int2lotos (data part of LOTOS NT)
2008 release of Int2lotos (full LOTOS NT)

201Q integration into CADP (release of Int.open)
2011 renaming of LOTOS NT to LNT

informatics gFmathematics ‘
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LNT tutorial: Plan

o LNT: Language overview
¢ Modules
G Types
¢ Functions
C Processes

@ Running example: MCS queue lock

More Information in the reference manual:

http://vasy.inria.fr/PublicationsChampelovielClercGaravelet-al-10.pdf
(regularly updated as $CADP/doc/pdf/ChampelovidercGaravelet-al-10.pdf)

v d
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1.1 LNT MODULES
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LNT modules

o Complilation unit
@ One module = one fileof the same name)

@ Modules can import other modules:
currently: no difference between interface and
Implementation

e Principal moduleontamlng theroot process
60é& RSTlrdzZ 0 OFffSR a:

o Case Insensitive module names, but
¢ all modules in the same directory

¢ no two files differing only by case
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Sample LNT modules

\

modulePLAYER
- FAELS at[! .9

IR

moduleTeam (PLAYER)

end module

> FAfTS a¢9! ad

end module )

~h ~h ~h
W W~
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Module Imports: Naming Conventions

o Problem: LNT case insensitive, but not the OS
(except Windows®)

e Chosen approach:
¢ all identifiers are converted into upper case

¢ for all but the principal module:
all generated filenames are Iin uppercase

¢ for principal module:
keep case of case as input file

¢ search of imported modules (LNT source):
wfirst with the case as in the import line
wthen converted into upper case
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I11.L2 LNT TYPES
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LNT types

o Inductive types

¢ set of constructors with named and typed parameters
C special cases: enumerations, records, unions, trees, etc.
¢ shorthand notations for arrays, (sorted) lists, and sets
C subtypes: range types and predicate types
¢ automatic definition of standard functions:
n==" =ttt S S field selectors and updaters
¢ pragmas to control the generated names in C and LOTOS

o Notations for constants (C syntax):

¢ natural numbers123, OxAQ 00746 0b1011

¢ Integer numbers:421, -OxFD-0076 -0b110

¢ floating point numbers0.5, 2E3, 10.

¢ charactersia’,'0’,"\n","\\', \W{

¢ character stringsd KSf f 20 BR NI R ¢

informatics gFmathematics ‘
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Sample LNT types

e Enumerated type
type Weekdayis (* LOTOStyle comment *)

Mon, Tue, Wed, Thu, Fri, Sat, Sun
end type

e Record type

type Dateis-- ADAstyle comment (to the end of the line)
date (day: Nat, weekday: Weekday, month: Nat, year: Nat)
end type

e Inductive Type
type Nat_Trees
leaf (value: Nat),
node (left: Nat_Tree, right: Nat_Tree)
end type

r
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Sample LNT types

o Control of generated LOTOS & C names
type BYTEs
representedbya [ h¢h{ ¢. ., ¢9 b
limplementedbya / ¢. . ¢ 9 b
printedby"PRINT_BYTE"
BYTE @ Bl, B2, B3, B4, B5, B5, BY)
end type
o Implementation by external C types
typeINT 32is--record type
lexternal
limplementedby'int"
end type

informatics gFmathematics ‘
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Sample LNT types

o Shorthand notation
type Nat_Listis " type Nat_Listis
list of Nat instead of < nil,

end type cons (head: Nat, tail: Nat_List)
_end type

o Automatic definition of standard functions
type Numis
one, two, three
withbI'T b bfTbX bfbX bHBIbX bHa
end type
type Dateis
date (d: Nat, wd: Weekday, month: Nat, year: Nat)
with "get", "set" (* for selectors X.D, ... and updaters X.{D => E} *)
end type

r
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Sample LNT types

e Onedimensional array
type Vectoris -- four-dimensional vector
array[ O .. 3 ]Jof Int
end type

o Twodimensional array

type Matrix is -- four-dimensional squarenatrix
array[ 0 .. 3 Jof Vector
end type

o Array of records
type Date_Arrayis
array[ 0 .. 1 Jof DATE
end type
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Sample LNT types

@ Range types (intervals)
type Indexis

range0 .. 5of Nat
with & T T 6 Z—m
end type

o Predicate types
type EVENSs
n: NATwheren mod 2 ==
end type
type PIDis
I. Indexwherei =0
end type
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MCS queue lock: data types

type Indexis type Qnodeis
rangeO .. 50f Nat Qnode(next: Index, locked300))
with "==", "l=" with "get”, "set”
end type end type
type Pidis type Memoryis
pid: Indexwherepid!=0 array[ 1 .. 5 Jof Qnode
with "==", "I=" end type
end type
type Operationis

Read nextRead locked
Write_next Write_locked

————————————————————————————

' type gnode=record !
Fetch_and_StoregCompare _and_Swap next Agnode.
end type : locked : Boolean:

'type lock= "gnode |

r
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LNT Module Pragmas

e Automatic generation of predefined functions

4 4 = 4

moduleMwithd 3SG € X aB% :
e Width and range of predefined types
moduleM is!nat_bitso X
¢ nat_bitdint_Dbits:
bits for storing Nat/Int type
¢ nat_infint_inf & nat_sugint_sup
lower & upper bound of Nat/Int type
¢ nat_checkint_check “
(de)activate bound checks for Nat/Int type

¢ string_card
maximum number of strings (size of the hash table)
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I11.3 LNT FUNCTIONS
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LNT functions

@ Pure functions (without side effects) in imperative syntax
ensured by type checking and initialization analysis

@ Functions defined using standard algorithmic statements:
c[20Ff OINRIOfS RSOfvaNI GA2YEA | VR
C{SIldzSYiaAlt O2YLRaAIAZ2YY A«
¢ . NBI 1 oftuwlilest 212yir8a Ya &
¢/ 2YRA G K@efikldga Y &
¢tk dldSNY wbdi OKAY3IY d
COo! YOI GOKI 6f SaisE SEOSLIIAZ2YAaY a

@ Three parameter passing modes:
cané o0l ftf o0& @It dzSo
C Gouté I iyfoRtE a6 OF £ f g

@ Function overloading

o Support for external implementations (LOTOS and C)

informatics gFmathematics ‘
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Sample LNT functions

@ Constants
functionpi: Reals
return 3.14159265
end function

o Fleld access

¢ functionget_weekday (d: Date): Weekdery
return d.wd
end function

¢ functionset_weekdayi(iout d: Date, new_wd: Weekdayg
d :=d.{wd => new_wd}
end function
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Sample LNT functions

e Update of the element (i,)) of a matrix M
functionupdate (nout M: Matrix, I, j: Nat, new_e: Nat}
varv: Vectorin
v .= M[i];
V[j] := new_eg;
MI[I] :=vV
end var
end function

@ Access to the first element of a list L
functionget_head (L: Nat_List) : NatisesEmpty Listnone is
caselLin varhead: Natn

nil -> raiseEmpty List
| cons (headanyNat_List)> return head
end case

r

end function
CADP TutorialFM 2012, Paris &zf% L1 G 41




Sample LNT functions

functionreset_diagonal elements (M: Matrix) : Matrs
var
result: Matrix,
I Nat
In
result := M;
fori:= Owhilei < 3byi:=i+ loop
evalupdate (!?result, i, 1, 0)
end loop
return result
end var
end function
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MCS queue lock: functions

e functionnil: Indexis (* constant definition *)
return Index (0)
end function
e function Nat (pid: Pid) : Natis (* explicit type cast *)
return Nat (Index gid))
end function
e function !'= (p:Pid I: Index) Boolis (* infix comparison *)
return (Index (p) '3)
end function
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1.4 LNT PROCESSES
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LNT processes

@ Processes are a superset of functigngept return)
¢ symmetric sequential composition
COF NAI o0f S If-henklTyNaSea/Ioagd & S0P
e Additional operators:
¢ communication: rendezvous with value communlcatlon
CLI NI ffStf @&REYLIZ2EAAL
¢c3IAF OGS KKERAYIY da
CY2YRSUSNNAYseldadca A O OK
¢ &isrupt = ST OO
e Static semantics constraints
¢ variable initialization
CU@LISR OKIyySta 06ganiEK (L82LIS0Y 2 N

r
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LNT rendezvous

G(Qz XgwhereV
O:=V]|IV|?P
e Polymorphic channel types
o Exchange of several valuesférsO)
o Combination of inputs and outputs
o Value matching / constraint solving
e Pattern matching

@ For short: LOTQGSyle rendezvous plus
¢ pattern matching
¢ polymorphic gate typing (channel)
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Sample LNT channels

o channelNoneis e predefined channel:
() any
end channel rendezvous without
- type-check for offers
° Cha&naetl)CLS (LOTOS style)

end channel

@ channelC2is
(Signal, Nat),
(Signal, Nat, Nat)
end channel

informatics gFmathematics ‘
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MCS queue lock: channels

channelResource Access

(Pid)
end channel
channelMemory_ Access
(Operation, Pid, Index, Pid), --read/write field next
(Operation, Pid, Bool, Pid) --read/write field locked
end channel
channelLock Access
(Operation, Index, Index, Pid), -- fetchrand-store

(Operation, Index, Index, Bool, Pid)- compareand-swap
end channel

channelLatencyis
(Pid),
(Operation)

end channel
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1 Sfft2 62 NI

e without channel typing
modulehello_worldis
processMAIN [G:any]s
D 0¢1 StWZD ¢62NI RH
end process
end module

e with channel typing
modulehello_worldis
channelString_channelks (String)end channel
processMAIN [G:String_channel

D 6¢1 StWZD 62NI RH
end process
end module ’
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Sample LNT process

type optionisnone, some (x: Nagnd type
channeloption_channels (o: Option)end channel
channelnat_channels (n: Nat)end channel

processFILTER [GET: option_channel, PUT: nat_channel] (bsNat)
varopt: Optionin
loop Lin
GET (?opt) ;
caseopt in varx: Natin
none ->null

| some (X)wherex>b  ->PUT (X)
end case

eroloor cer— [N U
end var

endprocess
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MCS queue lock: competing proces

process [NCS, CS_Enter, CS_Leave: Resource_ Access,
L: Lock Access, M: Memory_Access]
(pid: Pid)is
loop
NCS (pid);
acquire_lock [L, M] (pid);
CS_Enter (pid); CS_Leave (pid);
release lock [L, M] (pid)
end loop
end process
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MCS gueue lock: acquire lock

processacquire_lock [L: Lock Access, M: Memory Access] (pidsPid)
var predecessor: Index, locked: Bool
M (W_next, pid, nibf Index, pid);
L (Fetch_and_Store, ?predecessor, Index (pid), pid);
If (predecessor != nithen
M (W _locked, pid, true, pid);
M (W_next, Pid (predecessor), Index (pid), pid);

loop Lin
M (R_locked, pid, ?locked, pid); ... e e &
i . \procacquire_lock (L : Mock, | : “gnode
If not (locked)then breakLend if Inext:=ni i
end |OOp . predecessor :¢node:= |
end if _fetch_and_stor_e(Lf )
| If predecessor = nil
end var . |->locked:=true
end process . predecessoenext:= |

. repeat whilel->locked/ spin
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MCS queue lock: release lock

procesgelease lock [L: Lock Access, M: Memory Access] (pidsPid)
varnext: Index, swap: Boal
M (R_next, pid, ?next, pid);
If next == nithen
L (Compare_and_Swap, Index (pid)phlhdex, ?swap, pid);
If swap == falséhen
loopLin
M (R_next, pid, ?next, pid);
If next != nilthen break Lend if

end loop
M (W _locked, Pid (next), false, pid)
end If procrelease_locKL : Mock, | : gnode) |
else | if I->next = nil// no known successor

: : . if compare_and_swafL, |, nil)
M (W_locked, Pid (next), false, pid) ./ true iff swapped

end if return
end var ' repeat whilel->next = nil/ spin
end process . I->next->locked:= false
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MCS queue lock: Global variable

procesd.ock [L: Lock Access]
vari, new_l1, j: Indexn
| ;= nil;
loop select
L (Fetch_and_Store, I, ?new &y Pid);
| ;= new |
1
L (Compare_and_Swap, ?j, ?new_I, trumyPid)wherei == |;
| ;= new |
1
L (Compare_and_Swap, ?j, ?new i, falseyPid)wherei !=j
--ignhore new_|
end select end loop
end var
end process
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MCS gqueue lock: Shared variables

processMemory [M: Memory_ Access
varm: Memory, pid: Pid, next: Index, locked: Bwol
m := Memory (Qnode (nil, false));
loop select
M (Read_next, ?pid, ?nextar?yPid)
where next == m[Nat (pid)].next
[] M (Read_locked, ?pid, ?locke@ 9 Pid)
wherelocked == m[Nat (pid)].locked
[] M (Write_next, ?pid, ?nextahyPid);
m[Nat (pid)] := m[Nat (pid)].{next => next}
[] M (Write_locked, ?pid, ?lockedar?yPid);
m[Nat (pid)] := m[Nat (pid)].{locked => locked}
end select end loop
end var end process

informatics gFmathematics ‘
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MCS queue lock for five processes

processProtocol [NCS, CS_Enter, CS_Leave: Resource_Access,
L: Lock Access, M: Memory_ Access]
parM, Lin
par
P [NCS, CS _Enter, CS_Leave, L, M] (Pid (1))
P [NCS, CS _Enter, CS_Leave, L, M] (Pid (2))
P [NCS, CS _Enter, CS_Leave, L, M] (Pid (3))
P [NCS, CS Enter, CS_Leave, L, M] (Pid (4))
P [NCS, CS _Enter, CS_Leave, L, M] (Pid (5))
end par
|
parLock [L] || Memory [M]end par
end par
end process

r
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MCS queue lock: service (1/3)
type Pid_listis
list of Pidwith "==", "I="
end type
function _is_in_ (pid: Pid, fifo: Pid_list) : Bo®l
--return true iff pid is in the list fifo

casefifo in
varhead: Pid, tail: Pid_lish
nil -> return false

| cons (head, tail}> if (head == pid)hen
return true
else
return pid is_in tail
end if
end case
end function

CADP TutorialFM 2012 Paris lrida—
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MCS queue lock: service (2/3)

functionpop (nout fifo: Pid_list,out pid: Pid)
raisesEmpty_listnone
IS --remove last element of the list fifo

casefifo in
varhead: Pid, tail: Pid_lish
{}->
raiseEmpty_list
{ head }->

pid := head,; fifo := {}
cons (head, tail}>
evalpop (!?tail, ?pid); fifo := cons (head, tail)
end case
end function

CADP TutorialFM 2012, Paris bsia
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MCS queue lock: service (3/3)

processService [CS_Enter, CS_Leave: Resource Aiscess]
varpid: Pid, fifo: Pid_list, current: Index
fifo := nil; current := nil;
loop select
pid :=anyPidwhere (not (pid is_in fifo)) and (pid != current);
fifo .= cons (pid, fifo);
[l
If (current == nil) and (fifo != nilpen
evalpop (1?fifo, ?pid); CS_Enter (pid); current := Index (pid)
else stop end if
[l
If current !'= nilthen
CS_Leave (Pid (current)); current := nil
else stop end if
end select end loop
end var end process

CADP TutorialFM 2012, Paris &zua,- L1 G 59



Check of semantic constraints

e Semantic checks performed by 2Adtos
¢ Correct declaration (variables, gates)
¢ Correct initialization (variables / parameters)
¢ Nonambiguous overloading
¢ Breaks inside matching loops
¢ Path constraints (e.g., presence of a return)
¢ Parameters usage

@ Semantic checks performed by Caesar(.adt) / CC
¢ Type constraints (expressions and gates)
¢ Availablility of used types, functions, and processes
¢ Exhaustiveness of case statements
¢ Availablility of external code (LOTOS, C)
¢ Range/overflow checks for numbers

See the reference manual for details!

r
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V. FROM LANGUAGES TO MODELS
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V.1 BCGBINARY CODED GRAPH
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BCG format

o Textbased formats are not satisfactory to store
large LTSs in computer files
¢ disk space consuming (Gbytes)
¢ slow (read/write operations are costly)

o BCGBinaryCoded Graph)s

¢ a compact file formaffor storing LTSs

C a set of APIs

C a set of software libraries

C a set of tools (binary programs and scripts)
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BCG libraries and APIs

e BCG WRITE
API to create a BCG file

e BCG_READ
APl to read a BCG file

¢ BCG TRANSITION
API to store a transition relation in memory:
C successor function, or
¢ predecessor function, or
C successor and predecessor functions
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CADP TutorialFM 2012, Paris &’*7«60/" L1 G 64




Basic BCG tools

0cg_Infa extract info from a BCG file

0cg_la convert BCG from and to other formats
ocg_labelshide and/or rename labels
0cg_drawbcg edit visualize LTSs

0cg_graphgeneration of particular BCG graphs
(chaos automata, FIFO buffers, bag automata)

@ bcg openconnection to Open/Caesar applicatiol

C o C O ¢
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V.2 OPEN/CASAR API
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Motivations

e Most model checkers dedicated to one particula

Ay LJIdz
@ They can't
@ ldea: Introc

fFy3dzZ 3S 6SdaD -
e reused easily for other languages
ucemodularityby separating

¢ languageo

ependent aspects:

compiling language into LTS model

¢ languageindependent algorithms
algorithms for LTS exploration

CADP TutorialFM 2012, Paris
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OPEN/CASAR

communicating SystemC
LOTOS LOTOS NT FSP LTSS X /TLM
Open/Gesar API Implicit LTS

§ LTS generation
Interactive simulation
Ol?e”/ _@_Jesar |:> random execution
librairies on the fly verification
partial verification
test generation
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OPEN/CASAR API

e Primitives to represent an implicit LTS
¢ Opaque type for the representation of a state
¢ Initial state function
C Successor function
C etc.
o Provided by Open/Caesar compilers

o Used by Open/Caesar compliant tools
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OPEN/CASAR libraries

o A set of predefined data structures
¢ EDGE: list of transitions (e.g., successor lists)
¢ HASH: catalog of hash functions
¢ STACK 1: stacks of states and/or labels
¢ DIAGNOSTIC 1: set of execution paths
¢ TABLE_1: hash table for states, labels, strings, etc.
¢c.L¢alty 12f1TYlIyyQa boAl af
¢ RENAME_1: handling of label renaming options
@ Specific primitives for on the fly verification
¢ possibility to attach additional information to states
¢ stack or table overflow => backtracking
C etc.

r
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Some OPEN/CASAR application:

EXECUTORandom walk

OClSinteractive simulation (graphical)
GENERATO®&xhaustive LTS generation
REDUCTORTS generation with reduction
PROJECTOR'S generation with constraints
TERMINATOMRolzmann's bispace algorithm
EXHIBITQRearch paths defined by reg. expr.
EVALUATOQIlevaluation of mecalculus formulas
TGV test sequence generation
DISTRIBUTO#istributed state space generation
CUNCTATORarkov chain steadgtate simulator
X
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Example: GENERATOR (1

#include"caesar_graph.h"
#include"caesar_edge.h"
#include"caesar_tablel.h"
#include"bcg_user.h"

int main(int argc,char*argvl]) {
char*filename;
CAESAR_TYPE _TABEECAESAR _TYPE STAT®;
CAESAR_TYPE_EBGIeN, e,CAESAR_TYPE_LABEL
CAESAR_TYPE_INDEX_ TABUENZ, initial_state CAESAR_TYPE_POINIUBfNy;
filename = arg\];

CAESAR_INIT_GRARH

CAESAR_INIT _EDGBESAR_FALSE, CAESAR_TRUE, CAESAR))TRUE,
CAESAR_CREATE TAB(&, 0,0, 0,0, TRUE, NULL, NULL, NULL, NULL);
If (t == NULLEFAESAR_ERROmbt enough memory for table");
CAESAR_START _STAKAESAR _TYPE S)RPMESAR PUT BASE TABLY;,
CAESAR_PUT_TABL{);

initial_state =CAESAR_GET _INDEX_ TABRLE

BCG_INI(); BCG_IO_WRITE_BCG_BHKfi#édame, initial_state2, ™, 0);
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Example: GENERATOR (2/2)

while {CAESAR_EXPLORED_TARUE{ 1
sl = CAESAR_TYPE_SJAMESAR GET BASE_TARDE 1
nl =CAESAR_GET_INDEX_TARRBE 1
CAESAR_GET TABLE: 1

CAESAR_CREATE_EDGHsLIXel en, 1);
if (CAESAR_TRUNCATION_EDGK) 139)
CAESAR_ERROmbt enough memory for edge lists");

CAESAR_ITERATE LN EDGHKell®&m, e, |, s2) {
CAESAR_COPY_STAOAESAR_TYPE_S)RHMNESAR_PUT_BASE_TABtESs2);
(void) CAESAR_SEARCH_AND PUT_ TABL&NZ, &dummy);
BCG_I0_WRITE_BCG_EMGEAESAR_STRING_LABEL2);

}

CAESAR_DELETE_EDGH&dETen);

}
BCG IO WRITE_BCG_END
return (0)

}

nnnnnnnnnnn ; S mathematics '
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V.3 TOOLS FOR STATE SPACE
GENERATION
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State space generation

e Motivation: generate an explicit LTS (BCG) fromr
an implicit one (Open/Caesar), for verification

o Use GENERATOR for direct generation

o Problem:possible state explosion, e.g. when the
number of concurrent processes grows

@ Several solutions to fight against state explosior
¢ Compositional verification
¢ Distributed state space generation

¢ (Combined with static analysis, partial order
reductions, ...)
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Compositional verification

@ "Divide and conqguer" to fight state explosion
¢ Partition the system into subsystems

¢ Minimize each subsystem modulo a strong or weak
bisimulation preserving the properties to verify

¢ Recombine the subsystems to get a system equivalent t
the initial one
o Refined compositional verification:
¢ Tightlycoupled processes constrain each other
¢ Separating them may lead to explosion
¢ "Interfaces" used to model synchronization constraints

o SVL $cript Verification Languagprovides higHevel
support for compositional verification (see later)

r
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Minimization tools

e Aldebaran
¢ no longer supported after July 2008 (b# issue)
¢ functionalities retained with Aldebaran 7.0 script

o BCG_MIN

¢ minimization of explicit LTSs

¢ strong and branching bisimulation
¢ new signaturebased algorithm

¢ supports LTS with 2@ 10 states

e Reductor
¢ on-the-fly (partial) reduction of implicit LTSs

¢ 8 equivalence relations supported:
strong, branching, tau*.a, safety, trace (aka automata determinization),
weak trace, tatconfluence, tatcompression, and tadivergence

r
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EXP.OPEN 2.0

e A language for describing networks of LTS
¢ LTS encoded in AUT or BCG format

¢ synchronization vectors + parallel composition
operators (LOTOS, CCS, CSP, mCRL, etc.)

¢ label hiding, renaming, cutting (using regexps)
C "priority" operator
@ An Open/Caesar compiler

¢ on-the-fly partial order reductiongbranching eq., weak
trace e(., stochastic/probabilistic eq.)
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PROJECTOR 3.0

@ To achieve refined compositional verification

o Implements ideas of Graf & Steffen, Krimm &
Mounier

@ Computes on the fly the restriction of an LTS
modulo interface constraints

C Interface = LTS understood as a set of traces

¢ Eliminates states and transitions of a process never
reached while following all traces of its interface

¢ Usergiven interfaces involve predicate generation to
check their correctness
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Distributed state space generation

o Exploit workstation networks, clusters and grid
o Cumulate CPU and RAM across the network

@ GCFGrid Configuration Fij@éo configure:
¢ number and names of machines
¢ local directories
¢ CADP installation directories
¢ communication protocols, addresses

@ Socketbased internal communication library
(SSH connections, TCP sockets)
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DISTRIBUTOR

o Distributed state space generation

o Generates distributed BCG fragments referenced in a
PBG Partitioned BCG graplile

e Enables tatcompression and tagonfluence (partial
order) reductions preserving branchlng bisimulation

DISTRIBUTOR] : : : PBG file
@ node 1 .

BCG
fragment #1

program to
be verified

\ DISTRIBUTOR] }
@ noden Hp
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Tools to handle PBG files

@ pbg_Infa
¢ compute global state space information by
combining state space information of the fragment:

C chec
@ pbg c

K consistency of the PBG file

0 pbg my andpbg rm

¢ convenient handling
¢ single command to modify all fragments of a PBG

@ pbg open connection to the Open/Caesar AP
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BCG MERGE

o Merges a distributed state space produced by
DISTRIBUTOR into a monolithic labelled transition sys

e Same functionality as pbg_open/generator but more
efficient

: PBG file

BCG
fragment #1

BCG
fragment #n
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V. FUNCTIONAL VERIFICATION
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V.1 VISUAL CHECKING
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OCIS0pen/Caesar Interactive Simulatpr
visualization
)
=

Open/Ceesar API
\—‘\\\

Ae
reload
commands
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OCI|SO0pen/Caesar Interactive Simulatpr

Motion Window  Options Help

__I__L_I_J e B BR& 2#H

SC format | Text format | Tree format |

comat i = @ |languageindependent

) - . .
Eing, o tree-like scenarios
oo, || o save/load scenarios
o source code access

== ¢ dynamic recompile

| ‘Use hutton left-click to select a transition
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Bcg Draw and Bcg Edit

e View BCG graph
o Edit postscript interactively

o Applicable to small LTSs
(e.g., after hiding internal
actions & minimization)
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V.2 EQUIVALENCE CHECKING
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BISIMULATOR

@ Onthe-fly comparison of an implicit LTS
(Open/Caesar graph) and an explicit LTS (BCG
graph)

@ UsesBoolean Equation Syste{GASAR SODVE

@ Checks equivalence (=) or inclusiéro(?)

@ Seven equivalence relations supported
(strong, branching, observational, tau*.a, safety,
trace, and weak trace)

o Generates counterexamples
(common LTS fragments leading to differences)
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V.3 MODEL CHECKING WITH MCL
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MCL language

o Extended temporal logic
Alternationfree mu-calculus
+ Regular sequences
+ Fairness operators (alternaticd?)
+ Data handling
+ Libraries of derived operators

e Supported by the EVALUAT@Rtool
¢ BES resolutiond/AESAR _SONVE
¢ Several optimized resolution algorithms
¢ Tauconfluence reduction
¢ Diagnostic generation

r
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MCL examples (1/4)

o Deadlock freeness
true* | <true >true
@ Mutual exclusion

[ true* .

{CS I"ENTER" ?i:Nat } .

(not { CS "LEAVE" Il })* .

{ CS "ENTER" ?|:Nalbere| <> 1}
] false
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MCL examples (2/4)

o Independent progresg¢N == number of processe:

(if a process stops In it®n-critical section, the other
processes can still access their critical sections)

[ true* ] forall jNatamong{1.. N}. (
<{NCS ] }true
Implies
[ (not { ... ) D* Jforall INatamong{1.. N} . (
(i <> jimplies
<(Qot{..)J D)*><{.. I} . {CS..I}>@

)
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MCL examples (3/4)

e Bounded overtaking
(procesg overtakes procesisexactlymaxtimes)

<true*.{ NCSIif} .
(not { ?G:String ..1 Where (G <> "NCSg9nd (G <> "CS") })*.
{ ?G:String ..l Where (G <> "NCSg9nd (G <> "CS") }.
( for k:natfrom Oto n-1do
(not { CS ...iI)*.
{ ?G:String ... Wwhere (k =i) implies(G <>"CS") }
end for.
(not { CS ?any })*. { CS "ENTER'"}!
) {max}
>true
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MCS examples (4/4)

o Livelock freedom

(there Is no cycle In which each process executes an
Instruction but no one enters its critical section)
[ true* . { NCS ?):Nat } .
(not { 7any ?"READ"|"WRITE" ... lj D* .
{ 7any ?"READ"|"WRITE" ... |j } containing a set of
] not <for j:NatfromOtoy ilo wm SUEIES (FeniElls
(not{ cS })* | Blchiautomaton)
{ ?G:String ... Where G <> "CS" }
end for

> @

CADP TutorialFM 2012 Paris boida=" . 96




MCL summary

o Characterization of finite trees using cascading
(strong/weak) regular modalities

o Characterization of infinite trees usimgfinite
looping operator < R > @ and the dwsdturation
operator [ R }

e Subsumes HML, ACTL, PDL, temporal patterns
Dwyer, and TransitioBased Generalized Bulchi
Automata (for LTL verification)

o Allows simulation of pushdown automata
(contextfree properties)
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Expressiveness and complexity

\DJ
(Ead) ..
Nm |~

guadratictime complexity linear-time complexity
(LTS sizé formula size?¥ LTS sizé formula size

v d
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regular expressions

l lineartime l branchingtime

The quest for a powerful TL

P
Regulan-calculus Sugar MCL :
[MateescuSighireant00,03] [Eisneret-al-oFl)gL [MateescuThivolle08]

BRTL _ [www:pslsugar.org]
extendedCTL* [HamaQUChEItE'gg%O] ’
[Thomass9) [BarringerHavelundet-al-04]
v
PDLdelta [If/;/”o_l er-83] ForSpec
[Streett-82] P [Vardtet-al-02] _
PDL - extendedp-calculi
Fisch QRE [Dam-94]
[Fischef  10jenderOsterweitoq] [RathkeHennessyo6]
Ladner79
I%ICO [Groote-Mateescu99]
AGaravel89] XTL
p-calculus [MateescuGaravelog]

data variables and parameters

r
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V. PERFORMANCE EVALUATION
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Performance evaluation

e Answer toguantitative gquestionsuch as:
C Is the system efficient(performance estimation)
¢ Which probabillity for a failureflependabillity)

o Useextended Markovian modetombining

¢ Functional modelspecified in highevel languages
(e.g., LOTOS or LNT)

¢ Performance datadbased onMarkov chains
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The initial picture

functional verification performance evaluation

model checkers solvers
(Boolean results) (numeric results)

 d
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Extended Markovian models

functional
model

Extended Markovian model
LTSl(abeled Transition Systém

+
| Markov_ian probabilistic transitions (rob 0.8")
+

stochastic transitions (ate 3.1")

model checkers solvers
(Boolean results) (numeric results)

v d
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BCG: supported Markovian transitions

@ ordinary transitions

a
@ stochastic transitions
"rater" (rI R

e labeled stochastitransitions
"a;rater" (rl R

@ probabillistic transitions
"probp" (pl ]0, 1])

o labeled probabilistic transitions
“a; probp” (pl ]O, 1)
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Markovian models supported by CADP

Model

LTS
transitions

Stochastic
transitions

Probabilistic
transitions

LTSI(abeled Transition Syst¢ém

U

U

CTMC
(Continuous Time Markov Chain

U

U

DTMC
(Discrete Time Markov Chain

U

U

IMC (nteractive Markov Cha)n

IPC Interactive Probabilistic Chair

U

Extended Markovian models

[CADP]

Models subsumed by CADP's extended Markovian models (among others)
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Performance evaluation techniques

e Technique #1.:
¢ Generation of a Markovian model
¢ Analysis using a Markovian solver

State explosion sometimes occurs!

e Technique #2:
¢ Random simulation and etie-fly analysis
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V.1 MARKOVIAN MODEL
GENERATION TOOLS
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Highlevel Markovian models

e Functional model (e.g. in LNT)

e Two ways to model performance aspects

¢ Symbolic rate transitions with ordinary labels,
later on instantiated (i.e., renamed) with actual rates

¢ Constraintoriented compositional delay insertion

Example insert between successive actions A and B a dele
represented by the red CTMC
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MCS gqueue lock: delay insertiod/{)

compositionnal delaynsertion between operations

processdMain [NCS, CS_Enter, CS Leave: Resource_Access,
L: Lock Access, M: Memory Access,
Lambda, Mu, Nu: Latency]
IS
parNCS, CS _Enter, CS Leave, L, M In
Protocol [NCS, CS_Enter, CS Leave, L, M]

|
Latency [NCS, CS_Enter, CS_Leave, L, M, Lambda, Mu, Nu]

end par
end process

informatics gFmathematics ‘
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MCS queue lock: delay insertion (2/.

procesd.atency [NCS, CS_Enter, CS_Leave: Resource Access,
L: Lock_Access, M: Memory_Access,
Lambda, Mu, Nu: Latenciy
varpid: Pid, op: Operatiom
loop select
NCS (?pid); Lambda (pid)
] L (?0p, @nylndex, Z2nyIndex, 2nyPid); Mu (op)
] L (?0p, @2nylndex, anylndex, 2anyBool, anyPid); Mu (op)
] M (?0p, 2nyPid, 2nyindex, 2anyPid); Mu (op)
] M (?0p, 2nyPid, 2nyBool, 2anyPid); Mu (op)
] CS_Enter (?pid); Nu (pid)
] CS_Leave @yPid)-- no delay
end select end loop
end var end process
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Extensions of EXP.OPEN and BCG M

o BCG MIN:

¢ stochastic and probabillistic equivalences:
strong and branching bisimulation + lumpability

BCG_MIN
rate 1.3 rate 2.1 — rate 3.4

¢ recent improvements (for extended Markovian models):
w500 times faster and 4 times less memory than BCG_MIN 1.0
wminimization of graphs up to I8tates and 18transitions

o EXP.OPEN:
¢ parallel composition of extended Markovian models

¢ no synchronization otirate"/" prob" transitions
¢ on-the-fly reduction for stochastic and probabilistic equivalences

r
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DETERMINATOR

o Onthe-fly Markov chain generation
¢ local transformations to remove stochastic rdaterminism
¢ determinacy check ("well specified" stochastic process)
¢ algorithm: variant of

@ Input:
¢ Onthe-fly extended Markovian model
e Output:

¢ either BCG graph (extended CTMC)
C Or an error message
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VI.2 NUMERICAL ANALYSIS OF
EXTENDED MARKOVIAN
MODELS

CADP TutorialFM 2012 Paris boeda-" . 113



BCG _TRANSIENT

@ Numerical solver for Markov chains
e Transient analysis
e Inputs:
¢ Extended Markovian model in the BCG format
¢ List of time instants
e Outputs:
CbdzYSNA Ot RIFIGF dzalo6ofS o0& 9
e Method:
¢ BCG graph converted into a sparse matrix
¢ Uniformisation method to compute Poisson probabilities
¢ FoxGlynnalgorithm
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BCG STEADY

@ Numerical solver for Markov chains
e Steadystate analysis (equilibrium)
e Inputs:
¢ Extended Markovian model in the BCG format
¢ No deadlock allowed
e Outputs:
CbdzYSNA Ot RIFIGF dzalo6ofS o0& 9
e Method:
¢ BCG graph converted into a sparse matrix
¢ Computation of a probabilistic vector solution
¢ lterative algorithm usingsaussSeidel
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VI.3 ONTHEFLY SIMULATION OF
EXTENDED MARKOVIAN MODELX!
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CUNCTATOR

o A steadystate random simulator for IMCs

o Onthe-fly label hiding and renaming to produce a
(labeled) CTMC with internal actions

o Onthe-fly exploration of a sequence:
G bO ’O b1 b2

b,
~(O— - ... ~O
SO Sl S2 ? S<+l

o Compute the throughput of each stochastic action
0a; rate re

o Different scheduling strategies for internal acions
e Save/restore context of simulation
e Caching of internal sequences of transitions
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VIl. SVLSCRIPT VERIFICATION
LANGUAGE
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Interface: Graphics vs Scripts

graphical useinterface scripting language
EUCALYPTUS ~|SVL

N _

CADP commanbhe tools

CADP code libraries and APIs
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Why Scripting ?

o Verification scenarios can lm@mplex
e They can beepetitive

e Many objects/formatdo handle:
¢ Highlevel process descriptions (e.g., LNT, FSP, LOTOS)
¢ Networks of communicating LTSs
¢ Explicit and implicit LTSs
e Many operationgo perform:
¢ LTS generation of a process, a network of LTSs
¢ Label hiding, label renaming
¢ LTS minimization/comparison modulo equivalences
¢ Verification (deadlock, livelock, temporal logic formula)
@ Various verification techniques:
¢ enumerative, orhe-fly, compositional, etc.

r
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What is SVL?

@ An acronymsScript Verification Language

e Alanguagdor describing (compositional)
verification scenarios

e Acompiler(SVL 2.1) for executing scenaria
writen In this language

@ Asoftware componenof CADP
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SVL Components

Two types of components can be mixed

e SVL verification statements (writtes)
¢ Compute and store an LTS or network of LTSs in a file
¢ Verify temporal properties
¢ Compare LTSs, etc.
e Bourne shell constructs (lines starting witty
C+tl NAIOof Saz FdzyOluAazyasz O2YRA
¢ All Unix commands
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SVL Behaviours

o Algebraic expressions used In statements

e Several operators
¢ Parallel composition
¢ LTS generation and minimization
¢ Label hiding and renaming, etc.

o Several types of behaviours
¢ LTSs (several formats)
¢ Networks of communicating LTSs
¢ LNT, LOTOS, and FSP descriptions
¢ Particular processes in LNT, LOTOS, and FSP descriptions

r
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Abstract Syntax of Behaviours

B::="F.bcg"| "F.aut"| "F.seq"| "F.exp"
"FInt'| "F.nt":P[GE X D
"F.lotos"| "F.lotos": P[GEZ X[ D
"F.lts"| "Flts":P[GZ XJE D

B,[[G2 XIRB, BB ][l B | Bl B
parG> Xk D
(G2 Xd- Bl |l [G.E  Xm- IBend par

generation ofB,

Rreduction [with T] of B,

J hide [all buf] L~  XIZB, [
Jrenamel, - LQ> X EQNB,

usel] abstractionB, [syncG,2  X]bf BD
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Explicit LTSS

e States and transitions listed exhaustively
e LTSs in several formats

B::="F.bcg" Binary Coded Graphs
"F.aut” Aldébaran ASCII format
"F.seq” Set of traces

e Format conversions are fully automatic
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Implicit LTSS

o LNT, LOTOS, or FSP descriptign(", "F.lotos",
"F.Its")

o Particular LNT, LOTOS, or FSP processes
("F.Int": P[GZ X]2.) D
o Networks of communicating automataH.exp’)
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Explicit vs Implicit LTSS

SVL principles:

o Keep LTSs implicit as long as possible
¢ Explicit LTS generation is expensive (state explosion)

¢ Not all properties necessitate to explore the whole LTS

o Explicit LTS generation is done only if required explicitl
by the user
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LTS Generation

Conversion from an implicit LTS to an explicit LTS
B::=generation ofB,
Examples

¢ generation of"spec.Int"
UseLNT.OPEENdGENERATOR

¢ generation of'spec.Int" : HG
UseLNT.OPEfoptioncroot) andGENERATOR

C generation of"spec.exp"
UseEXP.OPEAnd GENERATOR

¢ generation of parG, in "speg.bcg"|| "spec.aut" end par
UseEXP.OPE&nhd Generator

v d
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Parallel Composition

B:=B [[GZ XEB,D
B/l B | Bl B )
parG2 X B[GRE X P |
Il G X3 B, /
end par

@ LOTOS and LNT operators

@B, , B, ...can be LTSs, but also any SVL behav
e Generation of intermediate EXP.OPEN files
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Label Hiding

B:=[M] hideLZ XiXB, [
| [M] hide all butL,E  XiZB, |
e An extension of LOTOS hiding, where
C Lis either
a gate name
a label string (e.g. "G 13.14 'TRUE")
a regular expression (e.g. "G .* I'TRUE")

¢ M:=gate| total | partial is amatching semanticgr regular
expressions

¢ all but means complementation of the set of labels
@ Tools usedBCG LABEDOBEXP.OPEN
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Label Hiding: Examples

[gate] hide G, Hin "test.bcg"

InvokesBCG LABEIHide) and returns an LTS in
which labels whose gate is G or H are hidden

total hide "G !JAB].*" in "test.bcg"

InvokesBCG LABERBAd returns an LTS In
which labels matching "G ![AB].*" are hidden

partial hide Gin "test.bcg"
iInvokesBCG LABERAd returns an LTS in
which labels containing G are hidden
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Label Renaming

B::=[M]renamel, - LQZ> X EQNB,
where

¢ eachL- [ i®a Unixike substitution containing regular
expressions
¢ M is a matching semantics

M ::=gate| total | single| multiple

@ Tools usedBCG LABEDOBEXP.OPEN
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Label Renaming: Examples

[gate] renameG- H, H- Gin "test.bcg”
iInvokesBCG_LABE(fenamg and returns LTS

In which gate G Is renamed into H and H into G
total rename"G !A ITRUE" "A_TRUEIh "test.bcg"

InvokesBCG LABE#&ARAd returns an LTS in which
label "G A 'TRUE" is renamed into A TRUE

total rename”G N(.*\) N(.*\)" - "G\2\1"In "test.bcg”

InvokesBCG LABE#&ARAd returns an LTS in which
offers of labels whose gate is G are swapped

r
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Reduction (Minimization)

LTS Minimization modulo an equivalence relatio
B ::=Rreduction|with T] of B,
o Several relation&
[probabillistid stochasti¢ strong, branching

safety, tau*.a, (weak) trace tau-confluence
tau-compressiontau-divergence etc.

o Several tool9
bcg_min reductor

@ Tools usedBCG MiMr REDUCTOR
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Reduction: Examples

@ strong reduction of'test.bcg"[with bcg_ min
iInvokesBCG MINdefault tool for strong bisimulation)
and returns an LTS minimized for strong bisimulation

@ stochastic branching reduction dtest.bcg"
iInvokesBCG MINdefault tool for branching
bisimulation)and returns an LTS minimized for stochas
branching bisimulation

@ trace reduction of'test.bcg"[with reductol
iInvokesBCG OPEN/REDUCEDRreturns an LTS
minimized for trace equivalence
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Abstraction

o LTS generation d, abstracted w.r.t. interfacds,
B ::=abstractionB, of B,
| user abstractionB, of B,
o Equivalent syntax
B:=B,-| B,
| B,-|I? By
where ? has the same meaning aser
e InvokesPROJECTOR
e Detailed in Section on Compositional verification (later)
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Other operators

o Priorities between transitions (invokes EXP.OPE
@ Transition cutting (invokes EXP.OPEN)

o Particular automata (invokes BCG_GRAPH):
¢ stop (empty automaton)
¢ chaos automaton (parameterized by a set of labels)

¢ FIFO or bag buffer (parameterized by a size and
receive/send sets of labels)
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Abstract Syntax of Statements

S:="F.E"=B,

"F.E"=RcomparisonB, [==| <=| >=] B,
"F.E"=deadlock|with T] of B,
"F.E"=livelock|[with T] of B,

["F,.E"=] verify "F,.mcl"in B,
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Assignment Statement

S:="F.E"=B
o Computed3, and stores it in fileF.E"

o Extensiorttells the format for'rF.E"
(aut, bcg exp orseq but notint, lotos, Its)

o Principles:

¢ Format conversions are impli¢gdCG_1p
e.g."spec.bcg"” = "spec.auts permitted

¢ No implicit LTS generation

If Eis an explicit LTS format (i.e. all &)
then B, must not denote an implicit LTS
Y generationmust be used explicitly (otherwise a warning is issued)

r
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Comparison of Behaviours

S::="F.E"=RcomparisonB, ==B,
| "F.E"=RcomparisonB, <=B,
| "F.E"=RcomparisonB, >=B,

o Compared3, and B, and stores the distinguishing path(s
(if any) in"F.E"

e Equivalence or preorders

e Several relation&

o InvokesBISIMULATOR
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Deadlock and Livelock Checking

S::="F.E"=deadlock|with T] of B,
| "F.E"=livelock[with T] of B,

o Detects deadlocks or livelocks using tool
(exhibitoror evaluator

e Results in a (set of) paths leading to deadlock or liveloc
states (if any) and stored Iifr.E"

o Verification may be othe-fly
(EXHIBITO6r EVALUATORNith OPEN/CZAESHR
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Temporal Property Verification
S::=["F,.E"] verify "F,.mcl"in B,

o Checks whetheB, satisfies the temporal logic property
contained in'F,.mcl"

o May generate a diagnostic and store it'lr,.E" (example
or counterexample which explains the resulting truth value)

o Verification may be othe-fly
(OPEN/CAESARAEVALUATQR
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Shell Constructs in SVL Scripts

Shell commands can be insertéd) (
c5ANBOG OIFLff (2 'yYyAE 02Y
¢ Setting of SVL shell variables

w % DEFAULT_REDUCTION_RELATION=branching
w % GENERATOR_OPTIGN&stor

¢ Enables the use of all shell control structures
w"If-then-else" conditional
w"for" loop
wfunction definitions
wetc.
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Compositional Verification
(key features)

@ Support forbasic compositional verification
Example:

e Script Simplification usingeta-operations

e Support forrefined compositional verification
Example:

@ Support forsmart heuristics

e Compositional Performance Evaluation
Examples: and
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Meta-operations

B::=leaf Rreduction|[with T] of B,
| root leaf Rreduction [with T] of B,
| node Rreduction [with T] of B,

e Three "static" compositional verification
strategies:

¢ Reduction of LTSs at the leaves of parallel
compositions irg,

¢ Reduction of LTSs at the leaves of parallel composit
In B, and then reduction of the whole behaviour

¢ Reduction at every node &
o Meta-operations expand to basic SVL behaviout
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The Abstraction Behaviour

o Implements refined compositional verification

e The LTS of a behavioBmay be larger than the LTS of a
behaviour containingd because otontext constraints

o Example
par Gin
par in"Userl.bcg'l| "User2.bcg'end par
| "Medium.bcg"
end par
"Medium.bcg"may constrain the interleaving
o Restrict the interleaving using abstraction:

par m"Userl bcg'l| "User2.bcg'end par
|[ Gl| "Medium. bcg
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Smaurt heuristics

B::=smart Rreduction[with T] of B,

e Compositional verification strategy determined by a
metric onB;

o Incrementally select the subset of concurrent processe
to compose and minimize, that:

¢ yield as much internal transitions as possible (likely eliminate
by reduction) and

¢ are as tightly coupled as possible (less interleaving)

o Necessarily approximate

¢ the heuristics consider both reachable and unreachable
transitions

e Most often: good results, especially on large networks

r
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SVL example: verification of MCS

% DEFAULT _PROCESS_FILE="mcs.Int"
% DEFAULT_SMART_LIMIT=7

"mcs.bcg" =smart branching reduction of
hide all butCS_ENTER, CS_LEAVE
parM, Lin
par inP1 || P2 || P3 || P4 || P5 end par
|
par inLock || Memoryend par
end par,

"mcs_diag_branching.bcg"ranching comparison
"mcs.bcg" == Service,

r
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VIIl. CONCLUSION
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Further features of CADP

o Cosimulation and rapid prototyping
(EXEC/CASAa@mework)

o Test generation(GY)
o XTLquery language oBCCgraphs
@ Distributed BES resolution (work in progress)
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