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Context

11

Internet of Things (IoT) applications are heterogenous and 

concurrent

Internet of Things (IoT) applications are heterogenous and 

concurrent

Difficult for end-users to build correct applications by 

composing various objects

Difficult for end-users to build correct applications by 

composing various objects

Formal modeling and verification can help users build 

correct applications

Formal modeling and verification can help users build 

correct applications



Modelling behavior: Switch
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Modelling behavior: Philips Hue Lamp
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Interface-based Modeling

https://meethue.com/api/key/lights/1/statehttps://meethue.com/api/key/lights/1/state

{
"hue": 50000,
"bri": 200 }

{
"hue": 50000,
"bri": 200 }

{
"on": true
}

{
"on": true
}

{
"on": false
}

{
"on": false
}

OffOff OnOn Change ColorChange Color
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IoT Object Model
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Transition 
(T)

Input 
Interface
(𝐼𝑖𝑛)

𝑂 =< 𝐼𝑖𝑛, 𝐼𝑜𝑢𝑡 , 𝐿𝑇𝑆 >𝑂 = < 𝐼𝑖𝑛, 𝐼𝑜𝑢𝑡 , 𝐿𝑇𝑆 >

𝐴 ⊆ 𝐼𝑖𝑛 ∪ 𝐼𝑜𝑢𝑡 ∪ { 𝜏 }𝐴 ⊆ 𝐼𝑖𝑛 ∪ 𝐼𝑜𝑢𝑡 ∪ { 𝜏 }

𝐴 ⊆ 𝐼𝑖𝑛 ∪ 𝐼𝑜𝑢𝑡 ∪ { 𝜏 } 𝑠1, 𝑎 , 𝑠2 ∈ 𝑇𝐴 ⊆ 𝐼𝑖𝑛 ∪ 𝐼𝑜𝑢𝑡 ∪ { 𝜏 } 𝑠1, 𝑎 , 𝑠2 ∈ 𝑇

𝐼𝑖𝑛 = { 𝑆_𝑂𝑁, 𝑆_𝑂𝐹𝐹,𝑀𝑂𝑇𝐼𝑂𝑁 }𝐼𝑖𝑛 = { 𝑆_𝑂𝑁, 𝑆_𝑂𝐹𝐹,𝑀𝑂𝑇𝐼𝑂𝑁 }

𝐿𝑇𝑆 = < 𝑆, 𝐴, 𝑇, 𝑠0 >𝐿𝑇𝑆 = < 𝑆, 𝐴, 𝑇, 𝑠0 >

𝐼𝑜𝑢𝑡 = { 𝐴𝐿𝐸𝑅𝑇 }𝐼𝑜𝑢𝑡 = { 𝐴𝐿𝐸𝑅𝑇 }

𝑠0 ∈ 𝑆𝑠0 ∈ 𝑆
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Bindings
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Binding 𝛽 = (𝑖𝑜𝑢𝑡
𝑂1 , 𝑖𝑖𝑛

𝑂2)Binding 𝛽 = (𝑖𝑜𝑢𝑡
𝑂1 , 𝑖𝑖𝑛

𝑂2)

in 𝛽 = 𝑖𝑖𝑛
𝑂2in 𝛽 = 𝑖𝑖𝑛
𝑂2

out 𝛽 = 𝑖𝑜𝑢𝑡
𝑂1out 𝛽 = 𝑖𝑜𝑢𝑡
𝑂1

Notion of Strong and Weak BindingsNotion of Strong and Weak Bindings

Strong : Functionally important

Weak: Optional (can provide 

additional service)

Strong : Functionally important

Weak: Optional (can provide 

additional service)
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Composition
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Unbound 
interface 

(𝐼𝑖𝑛
U )

𝐶 = < 𝐵 , Σ, 𝐼𝑖𝑛
U , 𝐼𝑜𝑢𝑡

U , 𝐿𝑇𝑆,𝑊 >𝐶 = < 𝐵 , Σ, 𝐼𝑖𝑛
U , 𝐼𝑜𝑢𝑡

U , 𝐿𝑇𝑆,𝑊 >

Σ = { 𝑂1, 𝑂2, …𝑂𝑛}Σ = { 𝑂1, 𝑂2, …𝑂𝑛}

𝐵 = { 𝛽1, 𝛽2, … 𝛽𝑛}𝐵 = { 𝛽1, 𝛽2, … 𝛽𝑛}

𝐼𝑖𝑛
U = 𝐼𝑖𝑛1 ∪ 𝐼𝑖𝑛2 ∪ …∪ 𝐼𝑖𝑛𝑛 \ 𝑖𝑛(𝐵)𝐼𝑖𝑛
U = 𝐼𝑖𝑛1 ∪ 𝐼𝑖𝑛2 ∪ …∪ 𝐼𝑖𝑛𝑛 \ 𝑖𝑛(𝐵)

𝐿𝑇𝑆 = 𝑟𝑒𝑛𝜌𝐵 𝐿𝑇𝑆1 ⨂𝐵 …⨂𝐵𝑟𝑒𝑛𝜌𝐵 𝐿𝑇𝑆𝑛𝐿𝑇𝑆 = 𝑟𝑒𝑛𝜌𝐵 𝐿𝑇𝑆1 ⨂𝐵 …⨂𝐵𝑟𝑒𝑛𝜌𝐵 𝐿𝑇𝑆𝑛

𝐼𝑜𝑢𝑡
U = 𝐼𝑜𝑢𝑡1 ∪ 𝐼𝑜𝑢𝑡2 ∪ …∪ 𝐼𝑜𝑢𝑡𝑛 \ 𝑜𝑢𝑡(𝐵)𝐼𝑜𝑢𝑡
U = 𝐼𝑜𝑢𝑡1 ∪ 𝐼𝑜𝑢𝑡2 ∪ …∪ 𝐼𝑜𝑢𝑡𝑛 \ 𝑜𝑢𝑡(𝐵)

𝑊 ⊆ 𝐵 //weak bindings𝑊 ⊆ 𝐵 //weak bindings
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Compatibility: Intuition

A service composition is correct if all bindings can 

effectively be executed and if all reachable actions 

unbound in the composition do not prevent the bindings 

to be executed

A service composition is correct if all bindings can 

effectively be executed and if all reachable actions 

unbound in the composition do not prevent the bindings 

to be executed
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Compatibility: Example
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U )(𝐿𝑇𝑆) 𝐿𝑇𝑆 ≡𝑏𝑟 𝐿𝑇𝑆 ⨂𝐴𝑐ℎ𝑎𝑜𝑠𝐵ℎ𝑖𝑑𝑒(𝐼𝑖𝑛
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Deployment

Bindings describe dependencies among the objectsBindings describe dependencies among the objects

A composition can be viewed as a directed graph. Objects 

as nodes and bindings as edges

A composition can be viewed as a directed graph. Objects 

as nodes and bindings as edges

Dependencies can be identified by inverse topological 

sorting

Dependencies can be identified by inverse topological 

sorting

Discard weak bindings in case of cyclic dependenciesDiscard weak bindings in case of cyclic dependencies
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Deployment Plan

A deployment plan consists of sequence of steps involving 

3 operations at network level (SDN)

A deployment plan consists of sequence of steps involving 

3 operations at network level (SDN)

ADD – Provisioning of connected objectsADD – Provisioning of connected objects

BIND – Network configuration to allow communication 

between app interfaces

BIND – Network configuration to allow communication 

between app interfaces

START – Enables app interfacesSTART – Enables app interfaces
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Tool Support: IoT Composer
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LNT Specification

ObjectObject

CompositionComposition
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SDN-based Deployment

Objects can interact with different IoT services but preserves 

network isolation and discovery properties

Objects can interact with different IoT services but preserves 

network isolation and discovery properties
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Experiments
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Summary
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Concluding Remarks

Formal modelling and analysis contributes to correct 

composition and deployment

Formal modelling and analysis contributes to correct 

composition and deployment

Proposals implemented as a tool for end-usersProposals implemented as a tool for end-users

Future work on Thing Description, QoS and performance 

analysis of IoT services, and reconfiguration scenarios.

Future work on Thing Description, QoS and performance 

analysis of IoT services, and reconfiguration scenarios.
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